
Chapter 5

Last Words…

“
Let us not forget that the value of this great system does not lie primarily in its extent or even in its efficiency. Its worth depends on the use that is made of it...for the first time in human history, we have available to us the ability to communicate simultaneously with millions of our fellow men [and women], to furnish entertainment, instruction, widening vision of national problems and national events. An obligation rests on us to see that it is devoted to real service and to develop the material that is transmitted into that which is really worthwhile. ”

—
Herbert Hoover, 
Secretary of Commerce, 1924

There are a variety of reasons for security breakdowns in risk management programs. Here are some of the more common pitfalls of which to be aware.

· The lack of executive management support

· The lack of employee awareness

· The lack of staff training

· The lack of adequate resources

· The lack of accountability

· Poorly defined responsibilities

· Insufficient password requirements and access controls

· Lack of adequate policies and procedures for the environment

Future issues to this document will include information on security awareness training, mobile computing and telecommuting, security professional training needs, classifying information, disposal of storage media, issues in outsourcing IT, more on intrusions, more on risk assessment, and incident response reporting. 

It is our hope the state’s information asset protection professionals and planners will be able to use these guidelines as a reference source in their efforts to maintain a secure and safe environment for the state’s vital information resources in their care. We encourage you to help us make these guidelines a useful and valuable aid by sending us your suggestions and comments.
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	Remember Partner, protecting our information resources is everyone’s responsibility.


Information Security Program Development Flowchart
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