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Perspective—Malicious Code
and Other Security Threats


Virus Perspective

· 1987—first global computer viruses seen, affecting slightly more than 500,000 users.

· 1990–1991—virus exposures grew by 600% and continued to grow exponentially.

· 1999—computer virus survey showed 262,000 exposures per month.

· 1996—10% of infections were from e-mail attachments.

1999—61% of infections were from e-mail attachments.

Current Most “Unwanted” List

· W97M_MARKER
· TROJ_PRETTY_PARK
· W97M/Marker.gen
· X97M/Laroux
· O97M/Tristate
· W97M/Class
· W32/Pretty.Worm
· W97M/Melissa
· W32/Ska-Happy99
· W97M/VMPCK
· TROJ_SKA
· JOKE_GESCHENK
· VBS_FREELINK
· W97M_ETHAN.A
· TROJ_SUBSEVEN
· TROJ_SUB7GOLD.21
· TROJ_APS.216576
· JOKE_FLIPPED

Communications Security Wins “Significant Problem” 1999 Award

Security Breaches Reported

Top Five


Others

· Virus infection (73%)

· E-mail-related (61%)

· Spam (49%)

· Power failure (45%)

· Hoax/Joke/Prank (31%)
· Network non-availability

· Disaster recovery-related

· Copyright issue

· Web site attacked

· Y2K-related

· Software-specific breach

· O/S loophole

Security Threats 1999

Top Five


Others

1)
Viruses

2)
Fraud

3)
E-mail

4)
Denial of service

5)
Disaster recovery/business continuity


· Loss of data integrity

· Power failure

· Web attacks

· Hacking (internal)

· Industrial sabotage

· Hacking (external)

· Theft

· Disclosure of private information























































� 	See ICSA Computer Virus Prevalence Survey at <� HYPERLINK "www.icsa.net" ��www.icsa.net�> for more details.


� 	See Trend Micro at <� HYPERLINK "www.antivirus.com/vinfo/" ��www.antivirus.com/vinfo/�> and <� HYPERLINK "www.mcfee.com" ��www.mcfee.com�> for more details.


� 	See SC Magazine’s e-Business Survey at <� HYPERLINK "www.scmagazine.com" ��www.scmagazine.com�> for more details.
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