
Appendix D-1

Checklist for Outsourcing Contracts


Is there an information security component within the outsourcer’s contract? If so, what does the contract say it will provide? Is it adequate?

Does the outsourcer have viable information security policies and procedures?

Does the outsourcer follow your agency or university security policies and procedures?

How often are information security reviews conducted? By whom?

Are you allowed to validate the outsourcer’s policies and reviews (if the outsourcer does them)?

How can a determination be made that the security does, in fact, exist and is in place?

Are all transmissions of sensitive data (outside of secured locations) encrypted at the point of send?  
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