
Appendix E-7

Disruption Defense; Mitigation Checklist


· Conduct a system-wide vulnerability assessment.

· Conduct background checks for all employees and periodic checks of anyone with access to sensitive information.

· Develop a communal sense of computer security responsibility. Inform employees how their actions could adversely affect systems.

· Bolster security measures in order to limit physical access to computers by outsiders, and to secure desks, back-ups, and related materials.

· Protect access to computers connected via phone lines. Be wary of Internet communications security and associated vulnerabilities.

· Never leave an active terminal; always log off. Remove sensitive data from the computer when not in use and disconnect from networks.

· Report suspected intrusions and altered data, and do not use unsolicited or borrowed software.

· Safeguard data from individual component failure by installing duplicate components such as disk assemblies and power cords.

· Evaluate need for uninterruptible power supplies (UPS), power conditioners, and surge suppressors.

· Back up climate control systems.

· Consider fastening devices to secure computer equipment to help prevent breakage.

· Institute good housekeeping policies, and invest in computer equipment covers that are water-resistant and flame-retardant.

· Be aware of the life expectancy of your media as well as proper storage conditions. Clean tape drives regularly, and rotate tapes frequently to guard against wear.

· Determine what constitutes critical data, and optimum back-up, and how and where tapes will be transported and stored.

· Back up all data on a regular basis with “compare” or “verify” options.

· Service and maintain back-up hardware annually. If appropriate consider a computer equipment leasing arrangement in place.

· Reformat hard drives before retiring old computers; erase diskettes before disposal.

· Keep a current roster of names, phone numbers, and addresses of employees involved in re-establishing computer operations.
· Pre-qualify vendors if in-house expertise is lacking.
Cross train recovery staff and assign each team member a full-access password so that recovery plan execution is not dependent upon one person.
Reprinted by permission, ACP Sentinel Newsletter. Some editorial changes and/or deletions have been made to the original document for state government applicability. 
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