
Appendix K-2

Questions to Consider When Assessing Transaction Security Risks


1.
What is the consequence if a transactor repudiates the claim? For example, a citizen seeks public information accessible on the Web. In this case the state has an obligation to make sure the data is accurate, but the consequence of the transactor denying that he sought the information is negligible. This type of transaction represents a low risk to security and privacy. However, a prospective licensee may provide details of his financial status through an online application. The consequence of awarding a license based on an affirmation that is later repudiated could be serious. 

2.
What is the likelihood that a transactor would provide a false identity? For example, a citizen voluntarily makes a payment for taxes owed. It is unlikely that someone would pay the tax bill other than the citizen who owes the money. On the other hand, someone may be willing to file an inaccurate ethics report.

3.
What is the consequence if the information that is traded falls into the wrong hands? Consequences are low if it is known that a citizen seeks information that is available through the open records process. On the other hand, financial data or medical records that fall into the wrong could have seriously adverse affects.

4.
What would be the impact of a security breach? What kind of information could be compromised? Assess the risk of information stored in the Web site being accessed by those other than the intended audience.

5.
What would be the impact of information being sent to the server by a visitor being intercepted? What type of personal information are you collecting, and what are the risks and/or costs for securing that data?
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