TEXAS DEPARTMENT OF INFORMATION RESOURCES 

2011 Information Resources Deployment Review
Instructions
Guidance for State Agencies and
Institutions of Higher Education
October 28, 2011
[image: image2.jpg]




 Contents

1Introduction


3General Instructions


5Part 1: Agency Environment


51.01
Information Resources Management


71.02
Technology Policy Management


91.03
Information Security


111.04
Accessibility


121.05
Continuity of Operations


131.06
Contracting



141.07
Hardware/Software Environment


161.08
E-Learning



191.09
Geographic Information Systems


211.10
Legacy Applications


221.11
Project Delivery


241.12
Shared Applications


251.13
Shared Networks


271.14
Social Media


281.15
Alignment with Statewide IT Priorities


30Part 2: Compliance


302.01
Security



322.02
State Websites


332.03
Electronic and Information Resources


352.04
Geographic Information Systems


362.05
Additional Standards


39Part 3: Inventory-Level Information


393.01
Major Databases


413.02
Major GIS Datasets


413.03
GIS Web Services


42Glossary






Introduction
Background

The Information Resources Manager (IRM) of each Texas state agency and institution of higher education (IHE) is required by law to develop an Information Resources Deployment Review (IRDR) and send it to Texas Department of Information Resources (DIR) and the Quality Assurance Team (QAT). The QAT comprises representatives from DIR, the Legislative Budget Board (LBB), and the Texas State Auditor’s Office.
DIR is responsible for developing instructions for the content of the IRDR. This document constitutes those instructions. DIR has developed a web-based IRDR Collection Tool to assist agencies in performing their review and submitting the results to DIR. DIR will compile the results and distribute the IRDRs to the other QAT members.

Purpose

The Information Resources Deployment Review provides a review of the operational aspects of each agency’s information resources (IR) deployment, in support of the agency’s mission, goals, and objectives. Another important aspect of the review is how the agency’s IR deployment supports the state’s IR direction as expressed in the State Strategic Plan for Information Resources Management (SSP). Finally, the review provides confirmation by the agency of compliance with the state’s IR-related statutes, rules, and standards.

DIR will review responses in the compliance section of the IRDR to determine which agencies are not in full compliance. Those agencies are required to submit an IR Corrective Action Plan (IR-CAP) for approval by DIR. The IR-CAP process occurs in the spring of 2012.

Streamlining

As part of its ongoing effort to streamline statewide IR management and reporting, DIR has taken several steps to ensure that the IRDR reporting process will be as simple and straightforward as possible while improving the quality of the data in support of statewide technology management planning and decision-making. Some of the steps taken in streamlining the 2009 IRDR are:

· Re-use questions from the 2009 IRDR, whenever possible. In some cases, wording of the questions has been changed to improve clarity.

· Pre-populate questions with previous responses, whenever possible. When using the IRDR Collection Tool, agencies will see their previous responses from the 2010 IRDR and the 2010 IR-CAP (if applicable) for those questions which have been retained. In many cases, the IRM will only need to review their previous response, determine that it is still correct, and move on to the next question.

· Elimination of the Annex on Data and Information Management. In 2009, at the request of the Records Management Interagency Coordinating Council, added an Annex to the IRDR containing more detailed questions about data and information management. The Annex provided important information to RMICC on where the state is as a whole in practices and policies surrounding data and information management. However, most of this information is not needed on a biennial basis, so the Annex has been dropped in 2011. A few questions from the 2009 Annex have been retained in Part 1 of the 2011 IRDR.
Organization

The 2009 IRDR is organized in three parts:

· Part 1: Agency Environment provides general information about the agency’s information resources environment.

· Part 2: Compliance with State Standards describes the status of the agency’s compliance with key IR-related statutes, rules, and standards.

· Part 3: Inventory-Level Information is structured to allow agencies to efficiently answer repeating groups of questions for entities that occur multiple times. These entities are major databases and, for those agencies using geographic information systems (GIS) technology, major GIS datasets and web services.
New Content

Questions added since the 2009 IRDR are indicated with a bold question number.
General Instructions

Definitions

Throughout this document, all references to agencies apply to both state agencies and state-supported institutions of higher education (IHEs), unless otherwise indicated. Definitions of technical terms used in this document are provided in the glossary.

Sensitive Information
The questions included in these instructions are intended to guide the agency in its internal review of its IT environment, and to provide state leadership an overview of the state’s IT environment. The IRDR is not intended to collect information that is sensitive in nature or that could conceivably be helpful to someone attempting to discover vulnerabilities in the state’s networks or online systems. Agencies should take care to not include any potentially sensitive information in their IRDR response. In the past, IRDR submissions have been considered subject to open records requests.
Collection Tool

DIR has developed a web-based collection tool for the IRDR, similar to the one used in 2009. Each agency IRM will receive an e-mail from DIR with a unique link and specific instructions to access the tool. The tool will work within any standard web browser.
In many cases, the agency’s previous 2009 IRDR or 2010 IR-CAP response to a question will appear in the tool; these responses may be retained or modified as appropriate.

Data can be entered in multiple sessions from multiple computers, but not simultaneously. All data entered is saved in a central database and may be viewed and updated in future sessions.
As in 2009, IRDR Part 3: Inventory-Level Information is to be completed and submitted in spreadsheet format. DIR will e-mail a spreadsheet template, including responses from the 2009 IRDR, to the IRM. The updated spreadsheet must be returned to DIR via email (irdr@dir.texas.gov) by the submission deadline.

DIR recommends that the agency IRM and any additional staff delegated to develop and enter IRDR responses keep this instruction document open while performing their review. This document contains guidance, links, and definitions that do not appear in the collection tool or inventory spreadsheet.

Submission

The IRDR is submitted by clicking the Submit button on the final page of the IRDR data collection tool.
No signature or hardcopy submission is required. DIR assumes the IRM will coordinate the IRDR development and approval process within the agency using established agency practices.

Unless otherwise indicated, a response is required to each question. In many cases, an appropriate response to a question may be “None” or “Not applicable.”

By statute, the submission deadline for the IRDR is Thursday, December 1, 2011. If a particular circumstance jeopardizes meeting this deadline, the IRM should contact DIR by sending an email to irdr@dir.texas.gov.
Instructions for Particular Agencies

Institutions of Higher Education. In completing the major database inventory in Part 3, IHEs may limit the scope of reporting to those databases under the control of the Chief Information Officer (CIO). In addition, certain questions in Parts 1 and 2 contain instructions specific to IHEs.
Agencies Participating in the Data Center Services (DCS) Contract. Note that certain IRDR questions contain instructions specific to DCS participating agencies.
Health and Human Services Agencies. In addition to state-level review of the IRDRs, House Bill (HB) 1788 requires that IRDRs prepared by the Health and Human Services (HHS) agencies be reviewed and approved by the Health and Human Services Commission (HHSC). HHS agencies will receive additional instructions from HHSC concerning the timing of their submissions and the review process.

Support

DIR staff is committed to providing support to agencies during the IRDR reporting period. DIR staff members will strive to answer all inquiries within two business days. IRMs are encouraged to submit inquiries whenever they do not understand a question or do not know how to respond to it. Please submit inquiries via e-mail to irdr@dir.texas.gov.
Additional Information

Throughout the instructions there are guidance statements providing background information, definitions of terms, and links to related information on the Internet. These guidance statements appear in italics. A glossary is also provided at the end of this instruction document.

DIR has created a website at http://www2.dir.state.tx.us/management/strategy/Pages/InformationResourcesDeploymentReview(IRDR).aspx for information and resources related to the IRDR. Please visit this page periodically to check for any new announcements, updates, or frequently asked questions (FAQs). DIR may also post information and reminders about the IRDR on the IRM electronic mailing list.
Part 1: Agency Environment
1.01
Information Resources Management
1.01.01
Describe the IRM’s business role, including alignment of business and technology and the development of the agency strategic plan (state agencies only) and/or requests for funding through the legislative appropriations request (LAR) process.
1.01.02
Does the agency’s IRM also serve as IRM for one or more other agencies?
○ Yes
○ No (skip question 1.01.02a)
1.01.02a
List the additional agency or agencies.
1.01.03
In developing business solutions involving information technology, when does the agency first consider data and information retention and purging requirements?
○ Concept
○ Business case analysis
○ Planning
○ Design
○ Development
○ Testing
○ Production
○ Not considered because data and information retention and purging is handled independently from system development
○ Other: ___________________________________________

1.01.04
Does the agency have a defined process for handling e-discovery activities?
○ Yes
○ No (skip question 1.01.04a)

1.01.04a
What software tools, if any, are used to facilitate e-discovery?
1.01.05
Who has primary responsibility to ensure the privacy of personal information collected by the agency?
○ General Counsel
○ Human Resources
○ Information Security Officer
○ Executive Director
○ Other: ___________________________________________

1.01.06
Does the agency utilize any best practices, standards, or models for certain areas of IT management? Choose all that apply.
□ PMI, for project management best practices and standards
□ ITIL, for delivery of information technology services
□ CMMI, for software engineering process standards and performance
□ COBIT, for IT management and governance
□ NIEM, for XML-based information exchange
□ HIPAA, for protecting the privacy of individually identifiable information
□ FERPA, for protecting the privacy of student education records
□ FISMA, for defining a framework for managing information security
□ PCI, for data security
□ None
□ Other: ___________________________________________

1.01.07
Has the agency implemented remote working solutions to support alternative workplace arrangements?
○ Implemented
○ Planning to implement (skip question 1.01.07a) 
○ Considering (skip question 1.01.07a) 
○ No (skip question 1.01.07a)
1.01.07a
Briefly describe the agency’s remote working solutions policy, including extent of use and an assessment of its effectiveness.
Emerging Technologies
What new or emerging technologies is the agency using, planning to use, or considering for use that would facilitate service delivery in the next five years?
For each category, provide the “Status of Use” as “Currently using,” “Planning to use,” “May use,” or “Do not use.” Provide the “Status of Policy” as “Policy in place,” “Policy in planning,” or “No formal policy.”

Blogs




1.01.08a1   Status of Policy 
1.01.08a2  Status of Use
Cloud computing 



1.01.08b1   Status of Policy          
1.01.08b2  Status of Use
Collaborative document management 
1.01.08c1   Status of Policy          
1.01.08c2  Status of Use
Collaborative web content management
1.01.08d1   Status of Policy          
1.01.08d2  Status of Use
Digital voice mail



1.01.08e1   Status of Policy          
1.01.08e2  Status of Use
Green technology 


1.01.08f1    Status of Policy          
1.01.08f2   Status of Use
Instant messaging/chat


1.01.08g1   Status of Policy          
1.01.08g2  Status of Use
Legacy technology modernization 

1.01.08h1   Status of Policy          
1.01.08h2  Status of Use
Location-based services 


1.01.08i1    Status of Policy          
1.01.08i2   Status of Use
Mashups 



1.01.08j1    Status of Policy          
1.01.08j2   Status of Use
Mobile workforce 



1.01.08k1   Status of Policy          
1.01.08k2  Status of Use
News feeds/RSS



1.01.08l1    Status of Policy          
1.01.08l2   Status of Use
Podcasting



1.01.08m1  Status of Policy         
1.01.08m2 Status of Use
Shared/Managed services


1.01.08n1   Status of Policy          
1.01.08n2  Status of Use
Social media/networking


1.01.08o1   Status of Policy          
1.01.08o2  Status of Use
Supercomputing



1.01.08p1   Status of Policy          
1.01.08p2  Status of Use
Thin-client computing


1.01.08q1   Status of Policy          
1.01.08q2  Status of Use
Virtual worlds



1.01.08r1    Status of Policy          
1.01.08r2   Status of Use
Virtualization



1.01.08s1   Status of Policy         
1.01.08s2  Status of Use
VoIP




1.01.08t1    Status of Policy          
1.01.08t2   Status of Use
Web conferencing


1.01.08u1   Status of Policy          
1.01.08u2  Status of Use
1.01.09
Describe current technology collaborations with other agencies, institutions of higher education, or local governments.
1.01.10
Describe significant interoperability constraints that exist with other agencies or higher education institutions or other public- or private-sector entities. These include systems or applications with which data must be integrated or shared.
1.01.11
Describe any potential interoperability opportunities that could add value within the agency or outside the agency. Include any best practices the agency has used or identified in this area.
1.01.12
Does the agency adhere to a preservation plan for ensuring information it stores in digital form is usable for its full retention period?
○ Yes
○ No (skip question 1.01.12a)

1.01.12a
Which digital preservation techniques are used in the agency? Choose all that apply.
□ Technology preservation (retain hardware and software used to create and access content)
□ Technology emulation (current technology used to replicate and preserve functionality of older technology using metadata descriptions)
□ Content migration (move content from old storage platform, media, and format technology to new)
□ Analog conversion (convert digital content to microfilm or microfiche)
□ Print to paper
□ Other: ___________________________________________

1.01.13
Does the agency’s information technology planning process specifically include planning and budgeting for hardware and software upgrades, content transfer, and personnel costs for long-term preservation of digital content?
○ Yes
○ In planning
○ No

1.01.14
Describe the agency’s approach to technology asset management. Indicate if automated tools are used to discover, track, or manage asset usage and status information. Technology assets include hardware, software, licenses, and service contracts.
1.01.15
Who manages the agency’s primary website?
○ Agency staff
○ Currently agency staff, but planning to outsource
○ Managed by another agency
○ Outsourced or managed service
○ Other: ______________________________________________________

1.01.16
Senate Bill 701 requires state agencies to post high-value data sets online. What is the status of the agency’s effort to implement this requirement?
○ This requirement has been implemented (skip question 1.01.16a)
○ Implementation is in progress
○ Implementation is planned
○ Other: ______________________________________________________

See Senate Bill 701, 82nd Texas Legislative Session.

1.01.16a
What factors, if any, are hindering the agency’s implementation of this requirement? Choose all that apply.
□ Conversion of data to a format that can be posted
□ Lack of a solution, application, or resources to facilitate posting
□ None
□ Other: ___________________________________________

1.01.17
OPTIONAL. Enter any additional comments related to Information Resources Management.
1.02
Technology Policy Management

1.02.01
DIR provides policies, standards, guidelines, and procedures within various technology disciplines. Does the agency have a need for a specific topic?
○ No
○ Yes; Describe briefly: _____________________________________________________
1.02.02
Describe the benefits and/or challenges or recommendations associated with use of technology policies, standards, guidelines, and procedures published by DIR, especially in relation to adhering to technology administrative rules.

1.02.03
List any automated tools used by the agency to manage technology policies, standards, guidelines, and procedures.
Enter ‘None’ if no automated tools are used.
1.02.04
OPTIONAL. Enter any additional comments related to technology policy management.

1.03
Information Security
For additional information, refer to DIR’s Information Security Policies, Standards, and Guidelines page.
Information Security Officer

1.03.01
Does the information security officer (ISO) have additional job titles/responsibilities (e.g., IRM, technology director)?
○ Yes
○ No (skip question 1.03.01a)
1.03.01a 
What are the additional job titles/responsibilities?
1.03.02
To whom does the ISO report in the agency?
○ Information Resources Manager (IRM) 
○ Executive Director (or equivalent) 
○ Technology Division Director
○ Other: ___________________________________________
Policy

1.03.03
Who in the agency is primarily responsible for setting security policy?
○ Information Security Officer (ISO) 
○ Information Resources Manager (IRM) 
○ Executive Director (or equivalent) 
○ Technology Division Director
○ Other: ___________________________________________
1.03.04
Who in the agency is primarily responsible for reviewing/approving projects for security features?
○ Information Security Officer (ISO) 
○ Information Resources Manager (IRM) 
○ Executive Director (or equivalent) 
○ Technology Division Director
○ Other: ___________________________________________
1.03.05
Who in the agency is primarily responsible for analyzing agency security risks?
○ Information Security Officer (ISO) 
○ Information Resources Manager (IRM) 
○ Executive Director (or equivalent) 
○ Technology Division Director
○ Other: ___________________________________________
1.03.06
Who in the agency is primarily responsible for determining budget requirements to address security risks?
○ Information Security Officer (ISO) 
○ Information Resources Manager (IRM) 
○ Executive Director (or equivalent) 
○ Technology Division Director
○ Other: ___________________________________________
1.03.07
Who in the agency is primarily responsible for identifying cyber security violations?
○ Information Security Officer (ISO) 
○ Information Resources Manager (IRM) 
○ Executive Director (or equivalent) 
○ Technology Division Director
○ Other: ___________________________________________
1.03.08
What is the status of the agency’s capabilities in the area of security training and awareness programs for all levels of the organization (users, management, technology professionals, and security professionals)?
○ Currently in place
○ Planned within the next 1 to 3 years
○ Not planned, but will be considered
○ Not feasible for agency

Budget

1.03.09
Is security funding set by analyzing risks and determining the appropriate investment needed to address the risks?
○ Yes
○ No
1.03.10
Does the agency budget include security-specific funding levels as a percentage of either the overall agency budget or the technology budget?
○ Yes
○ No
1.03.11
Does the agency budget include line item(s) for security training and/or education?
○ Yes
○ No
1.03.12
What is the agency security funding as a percentage of overall information technology (IT) funding?
○ Less than 1%
○ 1% to 3%
○ 3% to 5%
○ More than 5%
○ Unknown
Privacy

1.03.13
Does the agency have a policy that addresses the use of non-agency-issued high capacity detachable storage devices, such as USB thumb drives and portable hard drives?
○ Policy in place
○ Policy in planning
○ No formal policy
1.03.14
Does the agency have a policy that addresses the storage of agency data on non-agency-owned personal electronic devices, such as home computers, laptops and smartphones?
○ Policy in place
○ Policy in planning
○ No formal policy

1.03.15
OPTIONAL. Enter any additional comments related to Information Security.
1.04
Accessibility
The IRM should coordinate with the agency’s Accessibility Coordinator in completing this section of the IRDR.
1.04.01
Does the agency test new and changed agency web pages and website designs for accessibility compliance?
○ Yes (skip question 1.04.01a)
○ No
○ Not applicable

1.04.01a
Briefly explain why the agency does not test website content for accessibility compliance.

1.04.02
How does the agency test new and changed agency web page/site designs for accessibility compliance? Choose all that apply.
Do not answer this question if you answered No or Not applicable to 1.04.01.
□ Manual testing is performed during development and post deployment
□ Automated testing is integrated into a content management system
□ As part of development during the modification of existing design or functionality
□ As part of development of new design or functionality
□ Manual testing is performed at key checkpoints in the procurement process
□ Manual testing is performed during scheduled review cycles
□ Manual testing is performed when a problem is identified
1.04.03
Does the agency test new and changed agency web-based applications for accessibility compliance?
○ Yes (skip question 1.04.03a)
○ No
○ Not applicable

1.04.03a
Briefly explain why the agency does not test web-based applications for accessibility compliance.

1.04.04
How does the agency test new and changed agency web-based applications for accessibility compliance? Choose all that apply.
Do not answer this question if you answered No or Not applicable to 1.04.03.
□ Manual testing is performed during development and post deployment
□ Automated testing is integrated into a content management system
□ As part of development during the modification of existing design or functionality
□ As part of development of new design or functionality
□ Manual testing is performed at key checkpoint in the procurement process
□ Manual testing is performed during scheduled review cycles
□ Manual testing is performed when a problem is identified

1.04.05
Who performs and documents the results of accessibility compliance testing? Choose all that apply.
□ Agency web/application design staff
□ Other state or public resources
□ Design/accessibility assessment contractor
□ No one
1.04.06
What types of tools does the agency use to create and monitor its websites for accessibility? Choose all that apply.
□ Developer tools and accessibility toolkits
□ Automated text/scan tools that can regularly check a large number of web pages
□ Assistive technologies, including screen readers such as JAWS
□ Free web page checking tools such as WAT and WAVE
□ None
□ Other: ___________________________________________
1.04.07
What types of challenges, if any, has the agency confronted in reaching full compliance with state accessibility requirements (1 TAC 206 and 213)? Choose all that apply.
□ None
□ Accessibility not considered a priority 
□ Lack of staff with required knowledge/skill sets
□ Insufficient budget for staff, training, or technology
□ Accessibility not integrated into agency development and procurement processes
□ Limitations in technology used in agency development environments
□ Limitations in the accessibility of vendor procured solutions
□ Other: ___________________________________________
1.04.08
What percentage of the agency’s externally facing web pages, including web applications, are in full compliance with state accessibility requirements,1 TAC 206 and 213?
○ 100%
○ 90-99%
○ 75-89%
○ 50-74%
○ Less than 50%
○ Data not available
1.04.09
What percentage of the agency’s internal web pages, including web applications, are in full compliance with state accessibility requirements,1 TAC 206 and 213?
○ 100%
○ 90-99%
○ 75-89%
○ 50-74%
○ Less than 50%
○ Data not available
1.04.10
Does the agency have documentation that supports responses provided in this section?
○ Yes
○ No
○ Unknown
1.04.11
OPTIONAL. Enter any additional comments related to Accessibility.
1.05
Continuity of Operations
1.05.01
Does the agency incorporate work-from-home or alternative workplace arrangements in its continuity of operations or business continuity plans, related to potential scenarios which could limit the use of central facilities?
○ Yes, plan includes working from home in such scenarios
○ Yes, plan includes alternative workplaces in such scenarios
○ Yes, plan includes both work from home and alternative workplace options
○ No
1.05.02
Does the agency address vital state records in its continuity of operations or business continuity plans?
Vital state records are defined in Gov’t Code Section 441.180(2)
○ Yes
○ In planning
○ No

1.05.03
To what degree can the agency continue to perform its essential functions in the event that the agency’s headquarters building suddenly and unexpectedly became unavailable?
○ All essential functions would continue to be performed from other work locations and/or employees homes.
○ Most, but not all, essential functions would continue to be performed.
○ In this event, essential functions would be halted until a solution is created to continue them.
1.05.04
Does the agency maintain a written disaster recovery plan for information resources? This is in support of the COOP/BCP.
○ Yes, implemented
○ Yes, in progress (skip questions 1.05.04 a and b)
○ No (skip questions 1.05.04 a and b)
1.05.04a
Has the agency’s COOP or BCP been revised in the last 12 months?
○ Yes
○ No
1.05.04b
Has the agency conducted a test of its COOP or BCP in the last 12 months?
○ Yes
○ No
1.05.05
OPTIONAL. Enter any additional comments related to COOP, BCP, or Disaster Recovery Plan.
1.06
Contracting
1.06.01
Does the agency benefit from the DIR Information and Communications Technology (ICT) Cooperative Contracts Program?
○ Yes, significant benefit
○ Yes, moderate benefit
○ No benefit
1.06.02
Does the agency attempt to negotiate a lower price when procuring technology goods and services through the Cooperative Contracts program?
○ Yes, frequently
○ Yes, sometimes
○ No (skip question 1.06.02a)
1.06.02a
How often is the agency successful in negotiating a lower price?
○ Frequently
○ Seldom
○ Never, so far
1.06.03
OPTIONAL. Enter any additional comments related to Contracting.
1.07
Hardware/Software Environment
Client Environment

For each category of end-user computing device, what is the approximate number of devices used in the agency, and what is the refresh cycle?
For each category, there are six response options for “Refresh Cycle.” Select one option from the following: 1 year, 2 years, 3 years, 4 years, 5 years, or 6+ years.
Desktops, owned


1.07.01a1 Number
1.07.01a2 Refresh cycle
Desktops, leased


1.07.01b1 Number
1.07.01b2 Refresh cycle
Desktops, seat managed

1.07.01c1 Number
1.07.01c2 Refresh cycle
Laptops, owned


1.07.01d1 Number
1.07.01d2 Refresh cycle
Laptops, leased


1.07.01e1 Number
1.07.01e2 Refresh cycle
Laptops, seat managed

1.07.01f1 Number
1.07.01f2 Refresh cycle
Tablet computers


1.07.01g1 Number
1.07.01g2 Refresh cycle
Smartphones


1.07.01h1 Number
1.07.01h2 Refresh cycle

Basic wireless phones

1.07.01i1 Number
1.07.01i2 Refresh cycle

Printers, network and dedicated
1.07.01j1 Number

1.07.01j2 Refresh cycle

1.07.02
What is the agency’s current primary client operating system?
○ Microsoft Windows 2000
○ Microsoft Windows XP, SP2
○ Microsoft Windows XP, SP3
○ Microsoft Windows Vista
○ Microsoft Windows 7
○ Apple Macintosh OS X
○ Other: ___________________________________________
1.07.03
If the agency is planning or considering migration to a newer primary client operating system in 2012 or 2013, which will it be?
○ No migration currently planned or considered
○ Microsoft Windows XP, SP3
○ Microsoft Windows Vista
○ Microsoft Windows 7
○ Apple Macintosh OS X, 10.7 (Lion)
○ Other: ___________________________________________
1.07.04
What is the agency’s current primary client office productivity suite?
○ Microsoft Office XP (2002)
○ Microsoft Office 2003
○ Microsoft Office 2007
○ Microsoft Office 2010
○ Corel WordPerfect X3 (13.0)
○ Corel WordPerfect X4 (14.0)
○ Apple iWork
○ Other: ___________________________________________
1.07.05
If the agency is planning or considering upgrade to a newer office productivity suite in 2012 or 2013, which will it be?
○ No upgrade currently planned or considered
○ Microsoft Office 2010
○ Microsoft Office 2012
○ Corel WordPerfect X4 (14.0)
○ Apple iWork 09
○ Other: ___________________________________________
1.07.06
What is the status of deployment of desktop virtualization in the agency?
○ No plan
○ Considering
○ In planning
○ In progress
○ Deployed

1.07.07
In which of the following application categories does or will the agency leverage cloud services? Choose all that apply.
○ Office productivity
○ Email
○ Enterprise CRM
○ None
○ Other: ____________________________________________
Server Environment

DCS participating agencies: Do not count servers and mainframes managed under the DCS contract.

Institutions of higher education: Count only those servers and mainframes that are centrally managed by the institution.
1.07.08
How many physical hardware hosts exist in the agency’s virtualized server environment. Enter a number only.

1.07.09
How many virtual server instances exist in the agency’s virtualized server environment. Enter a number only.

1.07.10
How many physical server instances exist in the agency’s non-virtualized server environment. Enter a number only.

1.07.11
How many mainframe computers does the agency operate? Enter a number only.
Open Source Software Use

1.07.12 
In which of these categories does the agency use open source software? Choose all that apply.

□ Web server

□ Application server

□ Database server

□ Client operating system

□ Server operating system

□ None (skip question 1.07.12a)

□ Other: ____________________________________________

1.07.12a 
Does the agency contribute to the open source community? 

○ Yes

○ In planning

○ No

Energy Management

1.07.13
Does the agency have a policy, plan, or strategy for managing energy consumed by desktops, laptops, and peripherals?
○ Yes
○ In planning (skip question 1.07.13a) 
○ No (skip question 1.07.13a)
1.07.13a
Which of the following actions does the agency use to manage desktop energy use? Choose all that apply.
□ Establish agency policy for PC energy management
□ Provide end-user training in energy management policy and practice
□ Set laptop and desktop energy management parameters and policy manually through the BIOS
□ Set energy management parameters for printers and other peripherals through the peripheral’s setup panel or other controls
□ Automate management of the devices’ energy management parameters and policy through Active Directory or other policy management software
□ Other: ___________________________________________
1.07.14
Does the agency participate in EPA’s Energy Star Low Carbon IT Campaign?
○ Yes, the agency is currently certified by the EPA as participating in the campaign
○ The agency is planning to participate
○ The agency has no plans to participate
See EPA’s Energy Star Low Carbon IT Campaign Participant page.
1.07.15
How important is the consideration of Energy Star compliance or other energy management features when procuring desktops, laptops, and peripherals?
○ A major factor; equal to price and functionality
○ A minor factor; below price and functionality
○ Energy management features are not a factor in procurement decisions
1.07.16
OPTIONAL. Enter any additional comments related to Hardware/Software Environment.
1.08
E-Learning
Delivery Methods
Guidance for questions 1.08.01–1.08.03
Answer these questions as accurately as possible, based on information that is currently centrally available in the agency. DIR is not requesting that agencies perform additional research into procurement records, etc., solely to answer these questions.
Report training that the agency provided; that is, training that the agency took primary responsibility for delivering, hosting, or distributing.
Report training provided to state employees only, not students or constituents. However, if available training data does not distinguish among these groups, the agency may report based on available data.
Even an agency with no defined training department generally provides some training to its employees, such as state-mandated discrimination training and refresher training.
The “undifferentiated technology-based training” category is provided to allow the agency to report technology-based completions that cannot be assigned to a particular technology category.
The “undifferentiated training not listed above” category is provided to allow the agency to report all remaining training completions that were not assigned to one of the previous categories.

1.08.01 
What training delivery methods did the agency utilize in the fiscal 2010-2011 biennium? Choose all that apply. Skip to 1.08.04 if no training was provided.

□ Traditional classroom (standard instructor-led, face-to-face training)

□ Packaged/subscription courses delivered via Internet, intranet, or CD/DVD

□ Video conferencing

□ Web conferencing

□ Audio conferencing

□ Computer simulations

□ Mobile applications
□ Podcasting
□ Blended Learning
□ Correspondence courses (not technology-based)
1.08.02 
What training delivery methods will the agency utilize in the fiscal 2012-2013 biennium? Choose all that apply. Skip to 1.08.04 if no training was provided.

□ Traditional classroom (standard instructor-led, face-to-face training)

□ Packaged/subscription courses delivered via Internet, intranet, or CD/DVD

□ Video conferencing

□ Web conferencing

□ Audio conferencing

□ Computer simulations

□ Mobile applications
□ Podcasting
□ Blended Learning
□ Correspondence courses (not technology-based)

Based on centrally available data, approximately how many completions occurred for each of the following primary delivery methods in FY 2010 and FY 2011? Enter numbers only. A completion is one person completing one class. If no training was completed, skip to question 1.08.05.
Traditional classroom
1.08.03a1 FY10 
1.08.03a2 FY11
Computer-based training
1.08.03b1 FY10 
1.08.03b2 FY11
Video conferencing
1.08.03c1 FY10 
1.08.03c2 FY11
Web conferencing
1.08.03d1 FY10 
1.08.03d2 FY11
Audio conferencing
1.08.03e1 FY10 
1.08.03e2 FY11
Other technology categories
1.08.03f1  FY10 
1.08.03f2  FY11
Correspondence courses
1.08.03g1 FY10 
1.08.03g2 FY11
Undifferentiated technology-based training
1.08.03h1 FY10 
1.08.03h2 FY11
Undifferentiated training not listed above
1.08.03i1  FY10 
1.08.03i2  FY11

Approximately what percentages of these training completions were for the following categories of workers? Enter numbers only. Answers should add up to 100.
Employees of this agency

1.08.04a   ______%

Other state employees

1.08.04b   ______%

Non-state employees

1.08.04c   ______%
Learning Management

1.08.05
Does the agency sponsor or conduct training, education or other types of events that involve attendee registration?
○ Yes, 1-5 events per year
○ Yes, 6-20 events per year
○ Yes, over 20 events per year
○ No, but there is a need
○ No (skip to question 1.08.09)
1.08.06
What is the primary method currently used by the agency to handle event registration?
○ Manual process (may include e-mail, fax, telephone) 
○ Internally developed web-based registration forms
○ Externally hosted web-based service (SurveyMonkey, Eventbrite, etc.)
○ Commercial event management software
○ Commercial learning management system (LMS)
1.08.07
Does the agency have a learning management system?
○ No (skip to question 1.08.09)
○ Planning to acquire
○ Yes; name and version of LMS: __________________________________________


1.08.07a
What capabilities does the current LMS have, or what capabilities does the planned LMS need to have? Choose all that apply.
□ Self-registration - Ability for learners to register themselves into classes via an online tool
□ Notifications - Communication (usually via e-mail) with the learner, supervisor, or organizers of confirmations, reminders, notices of cancellations, post-event information
□ Catalogue - Maintaining a list of learning activities, courses, and/or classes
□ Resource allocation - Management of related resources such as rooms, instructors, equipment, capacities, schedules
□ Performance tracking - Events for which a learner is scheduled, history/events completed, grades
□ Compliance reporting - Ability to track mandatory training requirements and identify status of learner compliance at an organizational level
□ Content delivery - Delivery of e-learning modules via computer networks or the Internet
□ Other: ___________________________________________
1.08.07b
Does the LMS integrate with (or does the planned LMS need to integrate with) a current human resource management (HRM) or enterprise resource planning (ERP) system?
○ The LMS is (will be) a component of the agency’s HRM or ERP system.
○ The LMS is (will be) a separate system that is integrated with the agency’s HRM or ERP system.
○ The LMS is (will be) a separate stand-alone system, not integrated with an HRM or ERP system.
1.08.08
Does the agency utilize IT-based personnel training/learning toolsets? Choose all that apply.
□ Online training presentation, in-house
□ Online training presentation, third-party
□ Employee training/certification tracking
□ Curriculum development and content management
□ None
□ Other: ___________________________________________

1.08.09
OPTIONAL. Enter any additional comments related to E-Learning.
1.09
Geographic Information Systems
1.09.01
Does any part of the agency routinely use geographic information systems (GIS) technology?
○ Yes
○ Planning to use (skip to question 1.09.14) 
○ No (skip to question 1.09.14)
A geographic information system is a system of computer hardware, software, and procedures used to store and manipulate electronic maps and related data to solve complex planning and management problems.
IHEs should not consider academic or research use in answering this question.
Who is the agency’s lead contact for GIS technology?

1.09.02a   Name:
___________________________________________________
1.09.02b   Title:
___________________________________________________
1.09.02c   Division:
___________________________________________________
1.09.02d  Telephone:
___________________________________________________
1.09.02e   E-Mail:
___________________________________________________
1.09.03
Which of the following best describes the agency’s GIS licensing environment?
○ Single-use desktop
○ Multiple single-use desktops
○ Server-based floating license
○ Mix of single-use desktop and floating license
1.09.04
What is the primary GIS client software used in the agency?
○ Autodesk (Geospatial, Map 3D)
○ Delorme XMap
○ ER Mapper
○ ERDAS IMAGINE
○ ESRI ArcGIS (ArcView, ArcEditor, ArcInfo) 
○ GRASS
○ Intergraph GeoMedia
○ Manifold System
○ Pitney Bowes MapInfo
○ Quantum GIS (QGIS)
○ RSI ENVI
○ Other: ___________________________________________
1.09.05
What additional GIS client software is used in the agency? Choose all that apply.
□ Autodesk (Geospatial, Map 3D)
□ Delorme XMap
□ ER Mapper
□ ERDAS IMAGINE
□ ESRI ArcGIS (ArcView, ArcEditor, ArcInfo) 
□ GRASS
□ Intergraph GeoMedia
□ Manifold System
□ Pitney Bowes MapInfo
□ Quantum GIS (QGIS)
□ RSI ENVI
□ Other: ___________________________________________
1.09.06
Approximately how many agency staff are dedicated to managing a GIS or agency mapping projects? Enter a number only.
Include GIS technical managers, analysts, programmers, cartographers, and technicians.
1.09.07
Not including primary GIS staff counted above, approximately how many agency staff use GIS software to perform at least some of their work? Enter a number only.
1.09.08
Does the agency store and access data using a spatially enabled database?
○ Yes
○ Planned
○ No (skip question 1.09.08a)
1.09.08a
What spatial database platform(s) does (or will) the agency use? Choose all that apply.
□ ESRI ArcSDE - Informix RDBMS
□ ESRI ArcSDE - Oracle RDBMS
□ ESRI ArcSDE - PostGIS RDBMS
□ ESRI ArcSDE - MS SQL Server
□ IBM DB2 Spatial Extender
□ Informix Spatial DataBlade
□ Microsoft SQL Server
□ MySQL Spatial Extensions
□ Oracle Spatial
□ Pitney Bowes SpatialWare
□ PostgreSQL PostGIS
□ SpatiaLite
□ Other: ___________________________________________
1.09.09
Does the agency develop new geospatial datasets or enhance existing geospatial datasets?
○ Yes
○ No (skip 1.09.09a)

1.09.09a
Does the agency provide public access to those geospatial datasets it develops or enhances?
□ Yes, datasets can be downloaded from a public website
□ Yes, datasets are published via a web service
□ Yes, datasets are provided upon request
□ No

1.09.10
Does the agency deploy one or more GIS web service(s)?
○ Yes
○ Planned
○ No
If “Yes” or “Planned,” enter additional information about the agency’s GIS web service(s) in IRDR Section 3.03.
1.09.11
What GIS web service environment(s) does the agency use or plan to use? Choose all that apply.
□ Delorme XMap Web
□ ESRI ArcIMS
□ ESRI ArcGIS Server
□ FeatureServer
□ GeoServer
□ MapServer
□ Pitney Bowes MapXtreme
□ Other: ___________________________________________
1.09.12
What types of GIS datasets does the agency require to achieve work results? Choose all that apply.
□ Transportation (roads, railroads)
□ Political boundaries (city, county, state, public lands)
□ Parcel boundaries
□ Water-related (rivers, lakes, reservoirs, dams, groundwater)
□ Utility districts
□ Orthoimagery
□ Elevation data
□ Other: ___________________________________________

1.09.13
What categories of GIS datasets are routinely used in the agency? Choose all that apply.
□ Base map datasets hosted by the Texas Natural Resources Information System
□ Public domain datasets from federal, local or other state agencies
□ Commercial datasets licensed from a vendor
□ Datasets developed or maintained internal to the agency
TNRIS Base Map Datasets are described on their Data Search and Download page.
Enter additional information about major GIS datasets routinely used by the agency in IRDR Section 3.02.

1.09.14 
      OPTIONAL. Enter any additional comments related to Geographic Information Systems.
1.10
Legacy Applications
A legacy application may be old (e.g. 20 years) but it may also have liabilities or limitations related to “supportability,” “risk,” and “agility.” Such limitations may include lack of software and hardware support and the inability to acquire either internal or outsourced staffing, equipment, or technical support. The term may also describe the inability of an application to adequately support business requirements or meet expectations for use of modern technologies, such as workflow, instant messaging (IM), and user interface. (Based on NASCIO, Modernizing Legacy Systems, 2008)
1.10.01
Based on the assumption that security is always a factor, what are the main legacy applications issues facing the agency? Choose all that apply.
□ Software maintenance upgrades - limited or unavailable
□ Extensibility, adaptability, agility - inability to enhance or revise
□ Application development tools - limited expertise (‘‘dead’’ languages)
□ Documentation - non-existent or out-of-date
□ Software - no longer available or difficult to obtain
□ Technical support - unavailable or difficult to obtain
□ Hardware maintenance - limited or unavailable
□ Hardware - no longer available, limited or no support
□ Recoverability - uncertain how or where to recover
□ None
□ Other: _______________________________________________________

1.10.02

What percent of agency applications are considered legacy applications?

○ 0%   ○ 10%
 ○ 20%
○ 30%
○ 40%
○ 50%
○ 60%
○ 70%
○ 80%
○ 90%
○ 100%
1.10.03
What percentage of these legacy applications is considered mission or business critical?
○ 0%
  ○ 10%
○ 20%
○ 30%
○ 40%
○ 50%
○ 60%
○ 70%
○ 80%
○ 90%
○ 100%

1.10.04
What are the primary drivers moving the agency toward modernizing technology systems? Choose all that apply.
□ Transformation into the State Data Center
□ Change or re-engineering of business processes
□ Inability to adequately support business requirements
□ Application design limitations
□ Aging of technology staff
□ Support costs beyond acceptable range
□ Inability to meet expectations for use of modern technologies, such as workflow, IM, and user interface
□ Skills shortages
□ Lack of real-time data analysis and decision support
□ End user demand
□ Availability of newer products
□ Code fragility
□ Legislative mandates
□ Regulations, both state or federal
□ Budget constraints
□ Records must be kept until records retention requirements are met
□ Security risks within the application
□ Vendor stability issues
□ Green technology initiatives
□ Security risks in underlying infrastructure
□ Staff reductions
□ None
□ Other: ___________________________________________
1.10.05 
What potential enterprise actions would contribute to resolving agency legacy application issues? Choose all that apply.

□ State provides legacy application transformation funding

□ State provides enterprise-level shared solutions

□ None

□ Other: ___________________________________________

1.10.05a 
OPTIONAL. What candidates for enterprise-level solutions would the agency like to propose?

1.10.06
OPTIONAL. Enter any additional comments related to Legacy Applications.

1.11
Project Delivery
Project Delivery Maturity

1.11.01
Does the agency assess the maturity of its project delivery process?
○ Yes
○ No (skip 1.11.01a and 1.11.01b)

1.11.01a
What is the agency’s level of project delivery maturity?

1.11.01b
Describe the methods and tools used by the agency to assess project delivery maturity.

Project Management Practices
For information about project management practices, see DIR’s Project Management Practices page.
1.11.02
What is the status of implementing a standard project management methodology for technology projects in the agency?
○ Implemented
○ Implementation in progress
○ Planned or planning in progress
○ Not implemented and not planned
1.11.03
What is the status of implementing a standard program management methodology for technology projects in the agency?
○ Implemented
○ Implementation in progress
○ Planned or planning in progress
○ Not implemented and not planned
1.11.04
What is the status of implementing a standard portfolio management methodology for technology projects in the agency?
○ Implemented
○ Implementation in progress
○ Planned or planning in progress
○ Not implemented and not planned
1.11.05
Does the project/program/portfolio management methodology monitor and control key project activities based on business outcomes/results?
○ Yes
○ No
○ Not applicable
1.11.06
Does the project/program/portfolio management methodology document successes and failures and determine how future projects will benefit from these findings?
○ Yes
○ No
○ Not applicable
1.11.07
Does the project/program/portfolio management methodology verify that project risks are continually identified and managed?
○ Yes
○ No
○ Not applicable
1.11.08
List any automated tools being used for project/program/portfolio management (Enter “None” if no automated tools are being used).
1.11.09
Has the agency implemented a methodology that integrates contract management and project management practices?
○ Implemented
○ Implementation in progress
○ Planned or planning in progress
○ Not implemented and not planned
1.11.10
Has the agency implemented a project classification method (e.g., classification by project size, technology, or budget) for technology projects?
○ Implemented
○ Implementation in progress
○ Planned or planning in progress
○ Not implemented and not planned
1.11.11
What is the status of implementing a standard system development life cycle (SDLC) methodology in the agency?
○ Implemented
○ Implementation in progress
○ Planned or planning in progress
○ Not implemented and not planned

1.11.12
If the agency has implemented an SDLC methodology, does it incorporate the Texas Project Delivery Framework SDLC tools and guidelines?
○ Yes
○ No
○ Partial
○ Not applicable
Texas Project Delivery Framework
For reference, see the Texas Project Delivery Framework home page.
1.11.13
Does the agency voluntarily use the Texas Project Delivery Framework for non-major IR projects?
○ Yes, for all non-major IR projects
○ Yes, for some non-major IR projects
○ Planning or considering voluntary use of the Framework for non-major IR projects
○ No, Framework is not being used for non-major IR projects
1.11.14
Describe the benefits and/or any recommendations or challenges associated with use of the Framework templates and instructions.
Education

1.11.15
DIR has a Statewide Project Delivery Educational Series. Does the agency have a need for classes in the following areas? Choose all that apply.
□ Portfolio and project management practices
□ Portfolio and project governance
□ System development life cycle, SDLC
□ Executive leadership practices
□ Performance management
□ Business case analysis
1.11.16
OPTIONAL. Enter any additional comments related to Project Delivery.
1.12
Shared Applications
1.12.01
Does the agency currently collect, or would it be interested in collecting, fees or fines via credit card?
○ Agency currently provides this service
○ Agency currently uses Texas.gov for this service
○ Agency is interested in providing this service or plans to provide it in the next two years.
○ Agency has no need or interest in this service
1.12.02
Does the agency currently offer or accept online applications or forms that can be filled in and transferred to the agency over the Internet?
○ Yes
○ No (skip question 1.12.02a)
1.12.02a
Does the agency require a mailed copy of the application or form with a signature?
○ Yes
○ No
1.12.03
Who manages the agency’s primary e-mail service?
○ Agency staff
○ Currently agency staff, but planning to outsource
○ Managed by another agency
○ Outsourced or managed service
1.12.04
Does the agency have any services provided on the Internet that are not currently linked from Texas.gov?
○ Yes
○ No (skip question 1.12.04a)
Internet-based services include applications for licenses, permits, registrations, and other related documents from the public, and any application that involves a financial transaction or an electronic signature.
Visit the Online Services page of Texas.gov to review the links to the agency’s applications and services.
1.12.04a
OPTIONAL. List and describe the agency applications or services that are NOT currently linked from Texas.gov.
1.12.05
OPTIONAL. Enter any additional comments related to Shared Applications.
1.13
Shared Networks
1.13.01
What is the agency’s voice network infrastructure status?
○ Upgraded within the past year
○ Plan to upgrade within one year
○ Plan to upgrade within three years
○ Plan to upgrade within five years
○ No plans to upgrade at this time
1.13.02
What is the agency’s data network infrastructure status?
○ Upgraded within the past year
○ Plan to upgrade within one year
○ Plan to upgrade within two years
○ Plan to upgrade within three years
○ No plans to upgrade at this time
1.13.03
What is status of any VoIP initiative in the agency?
○ No plans to adopt VoIP
○ Evaluating VoIP
○ Planning a VoIP implementation
○ Have an active VoIP pilot project
○ Have an operational VoIP installation
1.13.04
What are the agency’s plans for IVR?
○ No plans to adopt IVR
○ Evaluating IVR
○ Planning an IVR implementation
○ Have an operational IVR system, no plan to expand
○ Expanding an existing IVR system
1.13.05
What is the status of any telephone call center in the agency?
○ No plans to implement a call center
○ Evaluating call center operations and technologies
○ Planning a call center implementation
○ Have an operational call center, no plan to expand
○ Expanding an existing call center
1.13.06
What is the status of any video conferencing system in the agency?
○ No plans to implement video conferencing
○ Evaluating video conferencing systems and technologies
○ Planning a video conferencing implementation
○ Have an operational agency video conferencing system
○ Sharing video conferencing system among a number of institutions of higher education
1.13.07
Is the agency exploring a video exchange service for video over IP platform?
○ Yes; the agency currently does not use video
○ Yes; the agency is exploring replacing or upgrading existing video
○ Maybe
○ No

1.13.08
What is the status of any wireless data service initiative in the agency?
○ No plans to adopt wireless data services
○ Evaluating wireless data services and infrastructure
○ Planning a wireless data service implementation
○ Have an active wireless data service pilot project
○ Have an operational wireless data service
1.13.09
Does the agency use TEX-AN contracts for purchasing telecommunications services? (Note: IHEs are not required to procure through TEX-AN.)
○ Always (skip question 1.13.09a) 
○ Sometimes
○ Never
1.13.09a
What is the agency’s rationale for purchasing these services through other sources?
1.13.10
Has the agency reserved a domain name under Texas.gov?
○ Yes (skip question 1.13.10a)
○ In progress (skip question 1.13.10a)
○ No

See DIR’s Domain Name Registration page.
1.13.10a
When does the agency plan to reserve a domain name under Texas.gov?
○ FY 2012
○ FY 2013
○ No Plan
○ Other: ________________________________________________
What is the status of consideration for the following categories of managed services?
For each category, indicate consideration status as “Currently using a managed service,” “Actively considering a managed service,” “Maybe in the future,” or “Not considering a managed service.”

1.13.11a  Remote workplace solutions
1.13.11b  Radio interoperability services
1.13.11c  Hosted call center services
1.13.11d  Help desk services
1.13.11e  Video conferencing services
1.13.11f  Video exchange services
1.13.12
OPTIONAL. Enter any additional comments related to Shared Networks.
1.14
Social Media

1.14.01
Does the agency have an official presence on these social media sites?
○ Facebook
○ Twitter
○ LinkedIn
○ YouTube
○ Flickr
○ Google+
○ MySpace
○ None
○ Other: ____________________________________________________
1.14.02
If the agency does not use social media, what are the primary reasons? Choose all that apply.
□ Lack of internal support
□ No business case
□ Lack of resources
□ Lack of expertise
□ The agency uses social media
□ Other: ____________________________________________________
1.14.03
What areas are covered in the agency’s social media policy? Choose all that apply.
□ Accessibility
□ Records retention
□ Security
□ Privacy
□ Public information requests
□ Third party terms of service
□ Linking
□ Moderation and monitoring
□ Intellectual property rights and ownership
□ Employee use
□ The agency does not have a policy that addresses social media
□ Other: ____________________________________________________
1.14.04
For what purposes does the agency use social media? Choose all that apply.
□ Push out agency announcements and information
□ Converse with constituents
□ Promote the agency
□ Customer service mechanism
□ Give citizens a platform for conversation
□ Share relevant information from/with other government entities
□ None
□ Other: ____________________________________________________
1.14.05
OPTIONAL. Enter any additional comments related to Social Media.

1.15
Alignment with Statewide IT Priorities

In the estimation of the agency’s IRM, are the agency’s current IT environment, policies and plans in alignment with each of the statewide IT priorities identified in the 2012-2016 State Strategic Plan for Information Resources Management?

1.15.01
Cloud: Texas government will evaluate, and adopt as appropriate, cloud computing solutions to drive cost-effective and efficient operations.
○ Activities aligned with this priority are in progress or planned
○ This priority is applicable, but activities are currently not planned
○ This priority is not applicable to this agency

1.15.02
Data Management: Texas government must implement sound data management principles to support good business practices, meet regulatory requirements, and reduce costs.
○ Activities aligned with this priority are in progress or planned
○ This priority is applicable, but activities are currently not planned
○ This priority is not applicable to this agency

1.15.03
Data Sharing: Texas agencies with common business practices and trading partners should examine opportunities to electronically share information and data to improve operational efficiency.
○ Activities aligned with this priority are in progress or planned
○ This priority is applicable, but activities are currently not planned
○ This priority is not applicable to this agency

1.15.04
Infrastructure: Texas government will continue to consolidate and standardize its technology infrastructure to reduce operational costs and improve service delivery.
○ Activities aligned with this priority are in progress or planned
○ This priority is applicable, but activities are currently not planned
○ This priority is not applicable to this agency

1.15.05
Legacy Applications: Texas government will identify existing legacy applications and prioritize their replacement or modernization.
○ Activities aligned with this priority are in progress or planned
○ This priority is applicable, but activities are currently not planned
○ This priority is not applicable to this agency

1.15.06
Mobility: Texas government must address the needs of an increasingly mobile citizen and workforce population.
○ Activities aligned with this priority are in progress or planned
○ This priority is applicable, but activities are currently not planned
○ This priority is not applicable to this agency

1.15.07
Network: Texas government should enhance network services throughout the state to deliver the most efficient and cost effective technology.
○ Activities aligned with this priority are in progress or planned
○ This priority is applicable, but activities are currently not planned
○ This priority is not applicable to this agency

1.15.08
Open Data: Texas agencies will post high-value public data on their websites to increase government transparency and accountability.
○ Activities aligned with this priority are in progress or planned
○ This priority is applicable, but activities are currently not planned
○ This priority is not applicable to this agency

1.15.09
Security and Privacy: Texas government must secure its technology infrastructure, ensure the integrity of its online services, and protect the private information collected from citizens and business.
○ Activities aligned with this priority are in progress or planned
○ This priority is applicable, but activities are currently not planned
○ This priority is not applicable to this agency

1.15.10
Social Media: Texas agencies should evaluate opportunities to better engage citizens through social media and other Web 2.0 technologies.
○ Activities aligned with this priority are in progress or planned
○ This priority is applicable, but activities are currently not planned
○ This priority is not applicable to this agency

1.15.11
OPTIONAL. Enter any additional comments related to Alignment with Statewide IT Priorities.

Part 2: Compliance
Agencies should review technology-related statutes and rules referenced in Part 2 and identify the status of compliance with each. DIR will use agency responses to identify and evaluate the extent to which each agency, and the state as a whole, is complying with key statutes and rules related to information resources.
Part 2 has been pre-populated with previous responses from the agency’s 2009 IRDR, and, if one exists, the agency’s 2010 IR Corrective Action Plan (IR-CAP). For each requirement, choose the answer that best represents the agency’s current compliance status. In most cases, the two allowed answers are:
In compliance. The agency has fully implemented the requirement.
Not in compliance. The agency has not fully implemented the requirement as of the due date of IRDR submission (December 1, 2011). The agency may be actively working toward compliance, but it is the status as of December 1 that should be reported.

For each item that is answered “Not in compliance,” four additional questions will appear:
What is the status of the effort to implement this requirement?
- In progress
- In planning
- Not planned
When does the agency estimate this requirement will be implemented?
- FY 2012, Q2
- FY 2012, Q3
- FY 2012, Q4
- FY 2013, Q1

- FY 2013, Q2
- FY 2013, Q3
- FY 2013, Q4
- FY 2014, Q1

- FY 2014, Q2
- FY 2014, Q3
- FY 2014, Q4
Briefly describe the steps to be taken to implement this requirement Do not include potentially sensitive information (see IRDR General Instructions).
Enter any optional comments or clarifications related to implementing this requirement.
Note for agencies with a current IR Corrective Action Plan: The 2011 IRDR is pre-populated with information (items a-d, above) from your agency’s approved 2010 IR-CAP. While this information should be updated as part of the agency IR Deployment Review, it will be subject to DIR approval during the 2012 IR-CAP reporting process.

2.01
Security
2.01.01
The agency head or a designated representative must review and approve ownership of information resources and their associated responsibilities.
○ In compliance
○ Not in compliance

See 1 TAC Sections 202.21(a), 202.71(a)
2.01.02
Each agency must have annual reviews of their security program for compliance with the 1 TAC 202 Security Standards.
○ In compliance
○ Not in compliance

See 1 TAC Sections 202.21(e), 202.71(e)
2.01.03
Each agency must perform and document an annual assessment of High Risk information resources, and a biennial assessment of Medium/Low Risk information resources.
○ In compliance
○ Not in compliance

See 1 TAC Sections 202.22, 202.72
2.01.04
Each agency must have documented physical security measures in place.
○ In compliance
○ Not in compliance

See 1 TAC Sections 202.23, 202.73
2.01.05
Each agency must take measures to ensure that designated confidential information is accessible to only authorized users.
○ In compliance
○ Not in compliance
See 1 TAC Sections 202.25(2)(A), 202.75(2)(A)
2.01.06
Each agency must have controls in place to ensure that test functions for systems development, acquisition, and testing are either physically or logically separated from production functions.
○ In compliance
○ Not in compliance
○ No systems development or acquisition testing is performed by the agency
See 1 TAC Sections 202.25(6)(A), 202.75(6)(A)
2.01.07
Each agency must establish a perimeter protection strategy.
○ In compliance
○ Not in compliance
○ The agency’s network environment is owned/operated by another agency
See 1 TAC Sections 202.25(8), 202.75(8)
2.01.08
All authorized users of agency information resources must be required to formally acknowledge that they will comply with security policies and procedures before they are granted access to information systems.
○ In compliance
○ Not in compliance
See 1 TAC Sections 202.27, 202.77
2.01.09
Each agency must create, distribute, and implement information security policies.
○ In compliance
○ Not in compliance
See 1 TAC Sections 202.25(7), 202.75(7)
2.01.10
Each agency (excluding institutions of higher education) must use the network security services provided through DIR’s NSOC when possible and may not purchase network security services unless DIR cannot provide them at a comparable cost.
○ In compliance
○ Not in compliance
○ Exempt (IHEs only)
See TGC Sections 2059.102(c), 2059.102(d)
2.01.11
All system identification/logon banners must have the appropriate warning statements.
○ In compliance
○ Not in compliance
See 1 TAC Sections 202.25(9), 202.75(9)
2.01.12
Each agency must remove restricted personal information from any associated storage device before selling or transferring data processing equipment to a person who is not a state agency or other agent of the state.
○ In compliance
○ Not in compliance
See TGC Section 2054.130 and 1 TAC Sections 202.28, 202.78
2.01.13
The agency shall maintain a written Business Continuity Plan that addresses information resources in order to minimize the effects of a disaster and quickly resume mission-critical functions.
○ In compliance
○ Not in compliance
The agency only needs to have the security portion of their BCP complete in order to be in compliance.
See 1 TAC Sections 202.24, 202.74
2.01.14
Each agency must designate an information security officer.
○ In compliance
○ Not in compliance
See 1 TAC Sections 202.21(e), 202.71(e)
2.01.15
Each agency must utilize the DIR monthly incident reporting system.
○ In compliance
○ Not in compliance
See 1 TAC Sections 202.26(e), 202.76(e), and the DIR Monthly Security Incident Summary Reports page
2.02
State Websites
The IRM should coordinate with the agency’s accessibility coordinator in completing this section.
2.02.01
Each agency must publish an accessibility policy for its website(s) and/or web pages that addresses all required elements.
○ In compliance
○ Not in compliance
See 1 TAC Sections 206.51(a), 206.71(a)
2.02.02
The home page of a state website, and key public entry points, must include links to the agency’s accessibility policy, accessibility coordinator contact information, and the Governor’s Committee on People with Disabilities website.
○ In compliance
○ Not in compliance
See 1 TAC Sections 206.55(b), 206.75(b)
2.02.03
Each agency must publish a privacy and security policy for its website and post a link to the policy from its home page or a “Site Policies” page that addresses all listed standards.
○ In compliance
○ Not in compliance
See 1 TAC Sections 206.53(a), 206.73(a)
2.02.04
Each agency that has a website that requires user identification must conduct a transaction risk assessment and implement appropriate privacy and security safeguards prior to providing access to information services on the site.
○ In compliance
○ Not in compliance
○ No part of the agency’s website requires user identification
See 1 TAC Sections 206.53(c), 206.73(c)
2.02.05
A web page containing a form that requests information from the public must have a link to the associated privacy and security policy.
○ In compliance
○ Not in compliance
○ No forms on the agency’s website request information from the public
See 1 TAC Sections 206.53(d), 206.73(d)
2.02.06
Each agency must comply with listed standards related to (1) linking to, using, or copying information from agency websites, and (2) protecting the personal information of the public who access agency information through agency websites.
○ In compliance
○ Not in compliance
See 1 TAC Sections 206.54(1) 206.74(1)
2.02.07
All key public entry points must comply with listed standards applicable to linking to agency websites.
○ In compliance
○ Not in compliance
Key public entry point - A web page specifically designed for members of the public to access official information (e.g., the governing or authoritative documents) from the agency or IHE.
See 1 TAC Sections 206.55(c), 206.75
2.02.08
Each state agency shall appoint an Accessibility Coordinator to develop, support, and maintain their internal accessibility policy.
○ In compliance
○ Not in compliance
See 1 TAC Sections 206.51(d), 206.71(d)
2.03
Electronic and Information Resources

2.03.01
Each agency must comply with listed standards for accessibility when procuring, developing, or changing software applications and operating systems.
○ In compliance, without use of accessibility exceptions
○ In compliance, with one or more accessibility exceptions approved by agency head
○ Not in compliance
See 1 TAC Sections 213.10, 213.30
2.03.02
Each agency must comply with listed standards for accessibility when procuring, developing, or changing telecommunications products or systems.
○ In compliance, without use of accessibility exceptions
○ In compliance, with one or more accessibility exceptions approved by agency head
○ Not in compliance


See 1 TAC Sections 213.11, 213.31
2.03.03
Each agency must comply with listed standards for accessibility when procuring, developing, or changing video and multimedia products.
○ In compliance, without use of accessibility exceptions
○ In compliance, with one or more accessibility exceptions approved by agency head
○ Not in compliance


See 1 TAC Sections 213.12, 213.32
2.03.04
Each agency must comply with listed standards for accessibility when procuring, developing, or changing self-contained, closed products containing embedded software to which a user cannot easily attach or install assistive technology.
○ In compliance, without use of accessibility exceptions
○ In compliance, with one or more accessibility exceptions approved by agency head
○ Not in compliance


Self-contained, closed products generally have embedded software and are commonly designed in such a fashion that a user cannot easily attach or install assistive technology. Examples of such products include information kiosks and information transaction machines, copiers, printers, calculators, and fax machines.
See 1 TAC Sections 213.13, 213.33
2.03.05
Each agency must comply with listed standards for accessibility when procuring, developing, or changing desktop and portable computers.
○ In compliance, without use of accessibility exceptions
○ In compliance, with one or more accessibility exceptions approved by agency head
○ Not in compliance


See 1 TAC Sections 213.14, 213.34
2.03.06
Each agency must comply with listed standards for accessibility when developing functional performance criteria for a mode of operation and information retrieval.
○ In compliance, without use of accessibility exceptions
○ In compliance, with one or more accessibility exceptions approved by agency head
○ Not in compliance


See 1 TAC Sections 213.15, 213.35
2.03.07
Each agency must comply with listed standards for accessibility of information, documentation, and support.
○ In compliance, without use of accessibility exceptions
○ In compliance, with one or more accessibility exceptions approved by agency head
○ Not in compliance


See 1 TAC Sections 213.16, 213.36
2.03.08
Each state agency must include in its accessibility policy standards and processes for handling exception requests.
○ In compliance
○ Not in compliance
See 1 TAC Sections 213.17(1) , 213.37(1)
2.03.09
Each state agency must maintain records of exception requests according to that agency’s internal accessibility policy.
○ In compliance
○ Not in compliance
○ The agency has no exceptions to record
See 1 TAC Sections 213.17(4), 213.37(4)
2.04
Geographic Information Systems
Institutions of higher education that use GIS only in academic or research settings may respond “In compliance” to items 2.03.01 through 2.03.04.
2.04.01
If the agency originates or adds content to a digital geospatial dataset and distributes it to other agencies or the public, it must offer the dataset in at least one format that is readily usable by a variety of GIS software packages.
○ In compliance
○ Not in compliance
○ No geospatial datasets are distributed by the agency
See 1 TAC Chapter 205
2.04.02
If the agency acquires a federal or other public domain (non-commercial) geospatial dataset, it must make it available to other agencies and the public via the agency’s website and/or the Texas Natural Resources Information System (TNRIS).
○ In compliance
○ Not in compliance
○ No public domain geospatial datasets are acquired by the agency
See 1 TAC Chapter 205
2.04.03
If the agency originates or adds content to a digital geospatial dataset and distributes it to other agencies or the public, it must prepare standardized metadata documentation for each dataset, and distribute this metadata with the dataset.
○ In compliance
○ Not in compliance
○ No geospatial datasets are distributed by the agency
See 1 TAC Chapter 205
2.04.04
If the agency generates or contracts for positional data using field measurement techniques, it must comply with listed standards for horizontal datum and vertical datum.
○ In compliance
○ Not in compliance
○ No positional data is collected by the agency using field measurement techniques
See 1 TAC Chapter 205
2.05
Additional Standards
Information Resources Managers

2.05.01
Each agency shall provide that its information resources manager is part of the agency’s executive management and reports directly to a person with a title functionally equivalent to executive director or deputy executive director.
○ In compliance
○ Not in compliance
○ The agency has designated a joint IRM, who is employed by another agency
See TGC Section 2054.075(b)
2.05.02
Each agency’s IRM shall meet or exceed the IRM continuing education requirements.
○ In compliance
○ Not in compliance
See 1 TAC Sections 211.11, 211.21
Project Delivery

2.05.03
The agency shall institute, approve, and publish an operating procedure that communicates an agency-wide approach for project management practices, meeting listed standards.
○ In compliance
○ Not in compliance
See 1 TAC Sections 216.10, 216.20
2.05.04
The agency shall satisfy all requirements of the Texas Project Delivery Framework for every major information resources project.
○ In compliance
○ Not in compliance
○ The agency has not proposed or conducted a major IR project since this requirement came into effect
See TGC Sections 2054.301 through 2054.307
2.05.05
The agency shall satisfy all requirements of the Texas Project Delivery Framework for major contracts.
○ In compliance
○ Not in compliance
○ The agency has not executed a major contract since this requirement came into effect
This requirement applies to certain major contracts as defined in the State of Texas Contract Management Guide.
See TGC Sections 2054.301 through 2054.307
Procurement

2.05.06
Unless it is an institution of higher education, each agency must purchase IT commodity items in accordance with the IT commodity purchasing program guidelines.
○ In compliance
○ Not in compliance
○ Exempt (IHEs only)
See 1 TAC Chapter 212
2.05.07
If the agency receives information resources technologies under a contract from another state entity, it must solicit public bids or proposals for the procurement of such technologies.
○ In compliance
○ Not in compliance
○ The agency does not receive IR technologies under contract from another state entity
See 1 TAC Chapter 204 and Gov’t Code Section 2054.119
Electronic Records Management

2.05.08
Each agency must meet the minimum general requirements for the management of all electronic state records.
○ In compliance
○ Not in compliance
○ The agency has no records in electronic form
See 13 TAC Sections 6.91-6.97
2.05.09
Each agency must meet the minimum requirements for the creation of all electronic state records.
○ In compliance
○ Not in compliance
○ The agency creates no electronic records

See 13 TAC Sections 6.91-6.97
2.05.10
Each agency must meet the minimum requirements for the retention of all electronic state records.
○ In compliance
○ Not in compliance
○ The agency has no electronic records to retain

See 13 TAC Sections 6.91-6.97
2.05.11
Each agency must meet the minimum requirements for the final disposition of all electronic state records.
○ In compliance
○ Not in compliance
○ The agency has no electronic records for disposition

See 13 TAC Sections 6.91-6.97
2.05.12
Each agency must meet the minimum requirements for the maintenance of electronic storage media for all electronic state records.
○ In compliance
○ Not in compliance
○ The agency maintains no electronic records on electronic storage media

See 13 TAC Sections 6.91-6.97
2.05.13
Each agency must meet the minimum requirements for the management of all electronic transactions and signed records.
○ In compliance
○ Not in compliance
○ The agency has no electronic transactions or electronically signed records to manage

See 13 TAC Sections 6.91-6.97
2.05.14
Each agency must ensure that electronic records in its custody that are archival state records or that need archival review are properly preserved.
○ In compliance
○ Not in compliance
○ No electronic records are maintained by the agency that are archival state records
See TGC Section 441.186 and TGC Section 441.180(2)
Privacy

2.05.15
A state agency that owns, licenses, or maintains computerized data that includes sensitive personal information shall comply, in the event of a breach of system security, with the notification requirements of Section 521.053, Business and Commerce Code.
○ In compliance
○ Not in compliance
○ No breach of sensitive personal information has occurred since September 1, 2009
See Business and Commerce Code, Title 11, Section 521.053
Video Conferencing

2.05.16
If the agency holds an open or closed meeting by video conference call, the systems used must comply with the approved standards.
○ In compliance
○ Not in compliance
○ No agency meetings are held by video conference call
See 1 TAC Chapter 209

Part 3: Inventory-Level Information
Unlike the other parts of the IRDR, Part 3 does not use the online data collection tool. Instead, it uses an Excel spreadsheet template that is e-mailed to the agency IRM. The spreadsheet is used to facilitate the collecting and reporting of inventory-level information, which often has repetitive elements. For instructions on submitting the spreadsheet, see the General Instructions section.
3.01
Major Databases
Answer the following questions for each existing database that holds “of record” information. This includes any data or information that is official, may be reported to oversight agencies, or is required to meet the mission, goals, and objectives of the agency. Databases that hold copies or replications of data used for development, testing, analysis, reporting, or backup should not be reported.
The term “database” is sometimes used interchangeably with “application” or “system.” Also, there may be more than one database supporting a given business application, and there may be more than one application supported by a given database. For the purpose of this inventory, the IRM is asked to identify specific databases that serve a mission critical purpose, and to answer the inventory questions separately for each database. One of the questions asks to identify the application or applications that are associated with the database.
The IRDR Inventory spreadsheet has a tab named "Major Databases." This tab contains a reporting template and includes pre-populated information, if any, from the agency’s 2009 IRDR.
Institutions of higher education should limit the scope of reporting to those databases that are under the control of the CIO.
3.01.01
Database Name and Acronym.
The primary database name and acronym (if any) as used in the agency.
3.01.02
Database Age.
The year the database was first deployed.
○ 1975 or earlier
○ 1976
○ 1977
○ 1978
○ 1979
○ 1980
○ 1981
○ 1982
○ 1983
○ 1984
○ 1985
○ 1986
○ 1987
○ 1988
○ 1989
○ 1990
○ 1991
○ 1992
○ 1993
○ 1994
○ 1995
○ 1996
○ 1997

○ 1998
○ 1999
○ 2000
○ 2001
○ 2002
○ 2003
○ 2004
○ 2005

○ 2006

○ 2007

○ 2008

○ 2009
○ 2010
○ 2011


3.01.03
Database Purpose.
Briefly describe the business functions served by the database.
3.01.04
DBMS.
The database management system used in this database. Choose one answer from the drop-down box.
○ Adabas

○ DB2

○ Dbase

○ DMS Plus

○ FileMaker

○ FoxPro

○ IMS

○ Informix

○ Ingres

○ Lotus Notes

○ Minier

○ Model 204

○ MS Access

○ MS Excel

○ MS SQL
○ MySQL
○ OpenVMS RMS

○ Oracle

○ Sybase

○ System 1032

○ Unisys DMS

○ Unisys RDMS

○ Other

3.01.05
DBMS Version.
Enter the version of each DBMS in this database.
3.01.06
DBMS Hardware Platform.
The hardware resources required to run the DBMS.
3.01.07
DBMS Software Platform.
The operating system, web server, and other systems software required to run this database and associated applications.
3.01.08
Database Tools.
List all development environments, programming languages, analysis and/or reporting tools being used with this data. Include version information.
3.01.09
Associated Applications.
List all applications that use any part of this database.
3.01.10
Application Types.
Indicate what type(s) of applications are supported by this database. Choose all that apply (at least one).
□ Citizen-facing core business application
□ Internal-facing core business application
□ Enterprise resource planning: Human resources
□ Enterprise resource planning: Financial
□ Customer relationship management
□ Data warehousing/business intelligence
□ Help desk
3.01.11
Data Exchange.
Describe any current data sharing/exchange practices or arrangements used with this database.
3.02
Major GIS Datasets
Note: Skip Sections 3.02 and 3.03 if the agency does not use geographic information system technology.
Use the “Major GIS Datasets” tab of the IRDR Inventory spreadsheet to complete this section.
Answer the following questions for EACH major GIS dataset routinely used by the agency. Do not include datasets that are intended for internal use only or that would have no interest outside the agency.
3.02.01
Dataset Name.
3.02.02
Source.
○ Part of the Texas Digital Base Map
○ Public domain dataset from federal, local, or other state agency
○ Commercial dataset licensed from a vendor
○ Dataset developed or maintained internal to the agency
3.02.03
Is the dataset available to the public?
○ Yes
○ No
3.02.04
Is metadata for this dataset compliant with the Federal Geographic Data Committee (FGDC) standard?
○ Yes
○ Planned
○ No
For information about the geospatial metadata standard, see the FGDC’s Geospatial Metadata page.
3.02.05
OPTIONAL. Enter any additional comments related to Major GIS Datasets.
3.03
GIS Web Services
Note: Skip Section 3.03 if the agency does not use Geographic Information System technology.

Use the GIS Web Services tab of the IRDR Inventory spreadsheet to complete this section.
Answer the following questions for EACH existing or planned GIS web service provided by the agency.
3.03.01
Web Service Name.
3.03.02
Purpose.

3.03.03
Description.
What does the service contain?
3.03.04
Status.
○ Existing
○ Planned
3.03.05
Public URL. 
Leave blank if not available to the public.
3.03.06
OPTIONAL. Enter any additional comments related to GIS Web Services.
Glossary

Accessibility Coordinator. An agency staff member who acts on behalf of the agency in matters relating to accessibility as defined in Section2054, Government Code, and Texas Administrative Code Sections 206 and 213.

Alternative Workplace Arrangements (AWA) are work arrangements that combine non-traditional work practices, settings/locations, or technologies to achieve workplace progress.

Best Practice. A term used to describe generally agreed-upon processes, derived from experienced industry experts, which should be undertaken when deploying projects in order to decrease operational and financial risk.Blade Server. Self-contained computer server, designed for high density. A blade server is essentially a housing for a number of individual minimally packaged computer motherboard "blades", each including one or more processors, memory, storage, and network connections, but sharing the common power supply and air-cooling resources of the chassis. [Source: Wikipedia.com]

Blended Learning. Refers to a mixing of different learning environments, combining traditional face-to-face classroom methods with more modern computer-mediated activities. According to its proponents, the strategy creates a more integrated approach for both instructors and learners. Formerly, technology-based materials played a supporting role to face-to-face instruction. Through a blended learning approach, technology will be more important. [Source: www.wikipedia.org] 

Blog. A shared on-line journal where people can post diary entries about their personal experiences and hobbies; postings on a blog are usually in chronological order. [Source: Dictionary.com]

Call Center. A centralized office handling incoming and outgoing phone calls for customers. Call Center services include help desk, customer support, emergency response, directory assistance, operator services, and similar services.

CMMI.  Capability Maturity Model Integration. A process improvement approach that provides organizations with the essential elements of effective processes, which will improve their performance. CMMI-based process improvement includes identifying your organization’s process strengths and weaknesses and making process changes to turn weaknesses into strengths. CMMI models are collections of best practices that help organizations to dramatically improve effectiveness, efficiency, and quality. [Source: http://www.sei.cmu.edu/cmmi/] 

COBIT. An IT governance framework and supporting toolset that allows managers to bridge the gap between control requirements, technical issues and business risks. COBIT enables clear policy development and good practice for IT control throughout organizations. COBIT emphasizes regulatory compliance, helps organizations to increase the value attained from IT, enables alignment and simplifies implementation of the COBIT framework. [Source: http://www.isaca.org/Knowledge-Center/cobit/Pages/Overview.aspx] 

Commodity Items (Technology). Technology commodity items are defined in legislation as commercially available hardware, software, and technology services that are generally available to businesses or the public. [Source: DIR IT Commodity Purchasing Program]

Configuration Management. Subset of project management that includes the processes for formally identifying and controlling project configuration items. Includes version control of project deliverables and other text documents, as well as code and build procedures. Technology project artifacts and deliverables must be versioned if they are to be kept up to date, including business and system requirements, designs, and data models. An agency-wide configuration management practice can support the ongoing maintenance of standards and requirements and code bases within an agency.

Configuration. Functional and physical characteristics of hardware or software as set forth in technical documentation or archived in a product; requirements, design, and implementation that define a particular version of a system or system component.

Content Management. Content management systems consist of technologies used to capture, manage, store, preserve, and deliver content such as images, office documents, graphics, drawings, print streams, Web pages, e-mail, video, and rich media assets.

Cooperative Contracts Program. In accordance with TGC Section2157.068, and 1 TAC Chapter 212, each state agency must purchase technology commodity items through contracts established by DIR unless the agency first obtains an exemption. [Source: DIR IT Commodity Purchasing Program]

Cybersecurity. The protection of the confidentiality, integrity, and availability of data and the

associated information resources that transmit or store that data. [Source: 2007-20012 SSP Glossary]

Data Center. A centrally managed computing facility that houses servers or mainframe(s) and storage devices to serve as a centralized processing center. Typically, such a facility is constructed or modified with separate climate controls and electrical connections that are adequate to support the computing environment. Disaster Recovery Services. Services usually provided by a third party that include developing advance arrangements and procedures to enable an organization to either maintain or quickly resume mission-critical functions within a specified time, minimizing loss to the organizationDocument Management. Document management systems consist of technologies used to control the life cycle of documents from their point of creation by providing indexing, profiling, routing, check-in and check-out, revision, and version control capabilities. The primary concern of electronic document management systems is the authoring and approval process.

Electronic and Information Resources. Includes information technology and any equipment or interconnected system or subsystem of equipment used in the creation, conversion, duplication, or delivery of data or information. The term electronic and information resources includes, but is not limited to, telecommunications products (such as telephones), information kiosks and transaction machines, websites, multimedia, and office equipment such as copiers and fax machines. The term does not include any equipment that contains embedded information technology that is used as an integral part of the product, but the principal function of which is not the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information. For example, HVAC (heating, ventilation, and air conditioning) equipment such as thermostats or temperature control devices, and medical equipment where information technology is integral to its operation, are not information technology. [Source: 508 Section 1194.4, Definitions]

Electronic Discovery (E-Discovery). The obligation of the parties to a lawsuit to exchange documents that exist as electronic documents, or “electronically stored information” (ESI). Amendments to the Federal Rules of Civil Procedure, enacted in late 2006, now compel civil litigants to preserve and produce electronic evidence.

Enterprise Resource Planning. A term for the broad set of activities supported by multi-module application software that helps a business manage its business processes, including operational planning, inventory, procurement, customer service, finance, and human resources. Typically, an ERP system uses or is integrated with a relational database system.

Enterprise. Concerning the broadest scope of the agency, including all business and technology divisions.

FERPA. The Family Educational Rights and Privacy Act is a Federal law that protects the privacy of student education records. The law applies to all schools that receive funds under an applicable program of the U.S. Department of Education. [Source: http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html] 

FISMA. The Federal Information Security Management Act is a United States federal law enacted in 2002. The act recognized the importance of information security to the economic and national security interests of the United States. The act requires each federal agency to develop, document, and implement an agency-wide program to provide information security for the information and information systems that support the operations and assets of the agency. FISMA defines a framework for managing information security that must be followed for all information systems used or operated by a U.S. federal government agency or by a contractor or other organization on behalf of a federal agency. This framework is further defined by the standards and guidelines developed by NIST. Source: [www.wikipedia.org] 

Functional Performance Criteria. Modes of operation and information retrieval that supports assistive technology used by people with disabilities (blind or visually impaired, deaf or hard of hearing, speech, fine motor control or simultaneous actions, etc.) to perform a function. [Source: 1 TAC Section 213.15]
Geographic Information System (GIS). A system of computer hardware, software, and procedures used to store and manipulate electronic maps and related data to solve complex planning and management problems. [Source: www/.wikipedia.org]

Governance. Encompasses the structures and processes for defining and ensuring fulfillment of objectives through consideration of both business and technology services within a common forum.

High-Value Dataset. Information that can be used to increase state agency accountability and responsiveness, improve public knowledge of the agency and its operations, further the core mission of the agency, create economic opportunity, or respond to need and demand as identified through public consultation. The term does not include information that is confidential or protected from disclosure under state or federal law. Source: Senate Bill 701, 82nd Texas Legislative Session
HIPAA. The Health Insurance Portability and Accountability Act was enacted by the U.S. Congress in 1996. Title II of HIPAA requires the establishment of national standards for electronic health care transactions and national identifiers for providers, health insurance plans, and employers, and it contains provisions addressing the security and privacy of health data. [Source: http://en.wikipedia.org/wiki/HIPPA]  

HVAC. Heating, Ventilation, Air Conditioning. A system that provides heating, ventilation and/or cooling to a building or a portion of a building.

IHE. Institution of Higher Education.

Information Governance. An enterprise-wide framework made up of the people, processes, and procedures necessary to ensure the preservation, availability, security, confidentiality, usability, and disposition of an enterprise’s information.

Information Life Cycle Management. Comprises the policies, processes, practices, and tools used to align the business value of information with the most appropriate and cost-effective technology infrastructure from the time information is conceived through its final disposition.

Information Resources Manager (IRM). The IRM oversees the acquisition and use of information technology within a state agency or university. The IRM ensures that all information resources are acquired appropriately, implemented effectively, and in compliance with regulations and agency policies. The IRM position was created by the Legislature (Texas Government Code Section2054). [Source: DIR Information Resources Manager Overview]

Information Security Officer (ISO). Responsible executive management for administering the information security functions within the agency. The ISO is the agency’s internal and external point of contact for all information security matters. [Source: DIR IS Security Policies]

Infrastructure. The physical hardware used to interconnect computers and users, as well as the software used to send, receive, and manage transmitted signals.

Instant Messaging. The transmission of an electronic message over a computer network using software that immediately displays the message in a window on the screen of the recipient. A computer application that allows for communications in real time, a live chat and e-mail service. [Source: Dictionary.com]

Interactive Voice Response (IVR). A computerized system that allows a person, typically a telephone caller, to select an option from a voice menu and interact with a computer system. Generally, the system plays pre-recorded voice prompts to which the person presses a number on a telephone keypad to select an option or speaks simple answers such as “yes,” “no,” or a number. 

Interoperability. The ability of two or more systems or products to work together without special effort. For example, routers and switches in a network require interoperability.

ITCHE. Information Technology Council for Higher Education.

ITIL. Information Technology Infrastructure Library. A set of best-practices for IT service management (ITSM) that focuses on aligning IT services with the needs of the business.
Key Public Entry Point. A web page specifically designed for members of the public to access official information (e.g., the governing or authoritative documents) from the agency or institution of higher education.

Learning Management System (LMS). Software that automates administration of learning activities and competencies as well as the logistics of delivering such activities. This may include all types of learning: instructor-led, computer-based training, web or video conferencing, etc.

Legacy Systems. A Legacy System may be old (e.g. 20 years) but it may also have liabilities or limitations related to “supportability,” “risk,” and “agility.” Such limitations may include lack of software and hardware support and the inability to acquire either internal or outsourced staffing, equipment, or technical support. The term may also describe the systems inability to adequately support business requirements or meet expectations for use of modern technologies, such as workflow, instant messaging (IM), and user interface. (Based on NASCIO, Modernizing Legacy Systems, 2008)

Mainframe. A high-performance computer system sued for large-scale computing purposes that require high levels of throughput, availability and security, typically measured in millions of instructions per second (MIPS). Examples of operating systems used by mainframes: zOS, OS/390, VM, z/VM, VSE, OS2200, and Clearpath. 
Major Information Resources Project. See Project, Major Information Resources.

Mashup. A web service or software tool that combines two or more tools to create a completely new service.

Messaging. Services that use a network to send, receive, and combine messages, faxes, and large data files. Examples are electronic mail and enhanced fax.

Multimedia: Multimedia refers to the use of (but not limited to) electronic media to store and experience multimedia content. Media that uses multiple forms of information content and information processing (e.g. text, audio, graphics, animation, video, interactivity) to inform or entertain the (user) audience. [Source: Wikipedia.com]

Network Security and Operations Center (NSOC). HB3112 (79th Texas Legislature) authorizes DIR to establish NSOC on a cost-recovery basis to manage and deliver network security system services to state agencies.

NIEM. The National Information Exchange Model is an XML-based information exchange framework from the United States. NIEM represents a collaborative partnership of agencies and organizations across all levels of government and with private industry. The purpose of this partnership is to effectively and efficiently share critical information at key decision points throughout the whole of the justice, public safety, emergency and disaster management, intelligence, and homeland security enterprise. NIEM is designed to develop, disseminate, and support enterprise-wide information exchange standards and processes that will enable jurisdictions to automate information sharing. [Source: http://en.wikipedia.org/wiki/National_Information_Exchange_Model] 

Operating System: Software designed to control the hardware of a specific data-processing system in order to allow users and application programs to make use of it. [Source: Dictionary.com]

Payment for Services. Refers to a payment accepted by an agency that will result in the providing of a service, license, registration, permit, or product of transferable value to its constituency that could be revoked, confiscated, or cancelled, or that might lapse at a later date.

PCI. The Payment Card Industry Data Security Standard represents a common set of industry tools and measurements to help ensure the safe handling of sensitive information. [Source: https://www.pcisecuritystandards.org/] 

Performance Management. Subset of project management that includes the processes for measuring the performance of the product and/or service delivered by the project.

Personal Digital Assistant. A small lightweight hand-held computer typically providing calendar, contacts, and note-taking applications but may include other applications, for example a web browser and media player. Small keyboards and pen-based input systems are most commonly used for user input. [Source: Dictionary.com]

PMI. Project Management Institute. A not-for-profit organization that advances the project management profession through globally recognized standards and certifications, collaborative communities, an extensive research program, and professional development opportunities. [Source: www.pmi.org] 

Podcast.  A digital media file or collection of files that is distributed over the Internet. The files can then be played back on a computer or personal media player. The method by which podcasts are distributed is called “podcasting.”

Portfolio Management. A business process in which investment decisions are made to determine and select the mix of active projects and the budget, staffing, and other resource allocations for each one. 

Program Management. A system of procedures, practices, and technologies that provides the planning, organizing, staffing, directing, and controlling necessary to successfully manage multiple inter-dependent projects.

Project Management Practices. Documented and repeatable activities through which a state agency applies knowledge, skills, tools, and techniques to satisfy project activity requirements. Includes practices such as project management methodologies, system development life cycle, program and portfolio management, and the use of automated tools to support the practices.

Project Management. A system of procedures, practices, and technologies that provides the planning, organizing, staffing, directing, and controlling necessary to successfully manage a project.

Project, Major Information Resources. As defined in Texas Government Code, Chapter 2054, any information resources technology project identified in a state agency’s biennial operating plan with development costs that exceed $1 million and that requires one year or longer to reach operations status; involves more than one state agency; or substantially alters work methods of state agency personnel or the delivery of services to clients; and any information resources technology project designated by the legislature in the General Appropriations Act as a major information resources project.

Project. An initiative that provides information resources technologies and creates products, services, or results within or among elements of a state agency; and, is characterized by well-defined parameters, specific objectives, common benefits, planned activities, a scheduled completion date, and an established budget with a specified source of funding.

Public-Facing. A web page or web-based application that a state agency has specifically designed for members of the public to access official information (e.g., the governing or authoritative documents) from the agency.

Quality Assurance Team (QAT). The QAT is composed of representatives from DIR, the Legislative Budget Board, and the State Auditor’s Office. The Team is responsible for reviewing, approving, and overseeing major information resources projects.

Quality Assurance. A critical review process to ensure that a task is adequately and correctly performed.

Remote Working Solutions. Technologies that provide remote employees access to the same information and communications services normally available at their workplace.

Requirements Management Policy. An agency-level (as opposed to project-level) requirements management policy that establishes the various requirement types, as well as critical traceability guidelines for those requirements; allows for effective impact analyses to be performed when changes are proposed.

Requirements Management. Addresses requirements that have an enterprise impact, including legislative statutes, business requirements, system requirements, design requirements, and test requirements.

Reuse. Reuse is the inclusion of previously designed components (blocks of logic or data) in software and hardware. The term is more frequently used in hardware development. Design reuse makes it faster and cheaper to design and build a new product, since the reused components will not only be already designed but also tested for reliability. Developers can reuse a component in both similar and completely different applications. [Source: Whatis.com]

Risk. The possibility of an act or event occurring that would have an adverse effect on the state, an organization, or an information system. Risk involves both the probability of failure and the possible consequences of a failure.

RSS. Most commonly translated as "Really Simple Syndication" but sometimes "Rich Site Summary"). A family of web feed formats used to publish frequently updated works-such as blog entries, news headlines, audio, and video-in a standardized format.

Self-contained, Closed Products. Self-contained, closed products generally have embedded software and are commonly designed in such a fashion that a user cannot easily attach or install assistive technology. Examples of such products include information kiosks and information transaction machines, copiers, printers, calculators, and fax machines.

Server instance. Each installation of an operating system on a server counts as a server instance. (Ex: IBM: AIX LPAR)

Server. Any computer that provides shared processing or resources (e.g., application processing, database, mail, proxy, firewalls, backup capabilities, print, and fax services) to authorized users or other computers over the network. A server includes associated peripherals (e.g., local storage devices, attachments to centralized storage, monitor, keyboard, pointing device, tape drives, and external disk arrays) and is identified by a unique manufacturer’s serial number. 

Short Message Service (SMS). A communication service using standardized communications protocols allowing the interchange of short text messages between mobile telephone devices.

Stakeholder. Any individual or group who cares about the effort and cost of a project, wants to see the agency use the results of the product, and needs to provide time and effort to make the product usable.

Standard. An approved, documented, and available set of criteria used to determine the adequacy of an action or object.

Strategic. Important or essential in relation to a plan of action: what is to be accomplished.

System Development Life Cycle. A structure or method imposed on the development of a system product that includes the activities involved in development and the order in which those activities are executed.

TAC. Texas Administrative Code. A compilation of all state agency rules in Texas. There are 16 titles, each representing a subject category and related agencies are assigned to the appropriate title. [Source: http://www.sos.state.tx.us/tac/] 

Tactical. Method or plan for attaining a particular goal: how something will be accomplished.

Taxonomy. The science of categorization, or classification, of things based on a predetermined system. In reference to websites and portals, a site’s taxonomy is the way it organizes its data into categories and subcategories, sometimes displayed in a site map. [Source: Webopedia.com]

TEX-AN. Texas Agency Network

Texas Natural Resources Information System (TNRIS). A division of the Texas Water Development Board.

Texas Project Delivery Framework. The Texas Project Delivery Framework (Framework) establishes a consistent, statewide method for project selection, control, and evaluation based on alignment with business goals and objectives. The Framework consists of five review gates with guidance and tools for each of the gates. [Source: DIR Framework Overview]

TGC. Texas Government Code.

Thin Client. A client computer or client software in client-server architecture networks which depends primarily on the central server for processing activities, and mainly focuses on conveying input and output between the user and the remote server. In contrast, a thick or fat client does as much processing as possible and passes only data for communications and storage to the server.
Video Exchange Service. Provides a communications platform allowing organizations to schedule, hold, and playback video conferences over an IP backbone. These calls also include the ability to exchange documents during the call. A key benefit is the ability for end users to schedule and meet (via video) with other compatible users and organizations either intra-agency, inter-agency, or agency to rest of world on an as needed basis without the need to build a dedicated network infrastructure themselves. End user devices range from desktop phones to full dedicated video meeting rooms.
Virtual Server. A method of partitioning a physical server computer into multiple servers that each has the appearance and capabilities of running on its own dedicated machine. Each virtual server can run its own full-fledged operating system, and each server can be independently rebooted. [Source: 

HYPERLINK "http://en.wikipedia.org/wiki/Virtual_Server"
Wikipedia.org]
Voice over Internet Protocol (VoIP). A technology used to transmit voice over a data network using the Internet. 

Web Content Management. Web content management systems provide an automated approach to implementing content management processes, controls, and policies within a website, a web-based application, or a web-based network. Most major web content management systems include authoring tools, workflow tools and templates, and approval workflow processes.

Wiki. Any collaborative website that users can easily modify via the web, typically without restriction. A wiki allows anyone, using a web browser, to edit, delete, or modify content that has been placed on the site, including the work of other authors. [Source: Dictionary.com]

Workflow. Workflow management products automate tasks, procedural steps, organizations or people involved, required input and output information, and tools needed for each step in a business process. These products manage and enforce work progression consistently focusing on processes rather than documents.

[image: image1.jpg]



Texas Department of Information Resources

P.O. Box 13564

Austin, TX 78711-3564

www.dir.state.tx.us
48

TEXAS DEPARTMENT OF INFORMATION RESOURCES 

2011 IR DEPLOYMENT REVIEW INSTRUCTIONS                                       
i

